WH®OPMALIMOHHAA NMAMATKA
Ana ObYYAOLLMXCA Ansa PASMELLEHUA
HA O®PULNANBHbLIX UHTEPHET-PECYPCAX

C KaxablM roqomM MOMOAEXW B UHTEPHETe CTaHOBMTbLCS Oonblie, a LKONbHMKA OOHU U3 caMblX akKTUBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, NOMMMO OFPOMHOMO KOMMYEeCcTBa BO3MOXHOCTEWN, WHTEPHET HeceT WU
npobnembl. 3Ta NnamaTKa 4OMMKHA NOMoYb Tebe 6Ge3onacHO HaxoauTLCS B CETHU.

KomnioTepHble BUpPYChI

KoMMNblOTEPHBIA BUPYC - 3TO Pa3HOBUAHOCTb KOMMLIOTEPHLIX MPOrpaMM, OTIIMYMTENBHOW OCOOEHHOCTLIO
KOTOPOW SBMASETCA CMOCOBGHOCTb K pasMHOXeHWo. B gononHeHwe K 3TOMY, BMPYCbl MOTYT MOBpeauTb wUnm
MOMHOCTBIO YHUYTOXUTb BCe (palnbl M AaHHble, NMOAKOHTPOSbHbIE MOMb30BaTento, OT MMEHM KOTOporo Obina
3anyLieHa 3apaxeHHas nporpaMmMa, a Takke NoBpeauTb UIK AaXKe YHUYTOXUTb ONepaunoOHHY0 CUCTEMY CO BCEMMU
dannamm B uenom. B 6onbWMHCTBE CryvyaeB pacnpoCTPaHATCS BUPYChbl YePE3 UHTEPHET.

MeToabl 3aLMTbl OT BPeAOHOCHbIX NMPOrpamm:

1. Wcnonb3yih coBpeMeHHble OnepauuoHHble CUCTEMbl, UMelLINe Cepbe3Hbli YPOBEHb 3alluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. TocTosHHO ycTaHaBnuBan nadt (LMGPOBLIE 3annaTkM, KOTOpble aBTOMAaTUYECKM yCTaHaBMMBAKOTCS C
uenbo gopaboTkM nporpammbl) U Apyrne OBHOBREHUSA CBOEW onepauuoHHon cuctemsbl. CkadMBanm UX TOMbKO C
oduumnansHoro carnta paspabotumka OC. Ecnu cyLLecTByeT pexXxumMm aBToMaTn4eckoro 06HOBMNEHMS, BKIOYN €rO;

3. PaboTan Ha cBOeM KOMMbIOTEpPE MOA NpaBamMu Nonb3oBaTensd, a He agMUHUCTpaTopa. ATO He NO3BOMAUT
BOSbLUIMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTaNNMPoBaTLCA HA TBOEM NEePCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yih aHTUBUPYCHbIE MpOrpaMMHbIE NMPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMATMYECKUM
obHoBneHnem 6as;

5. OrpaHnyb hrsmyecknin 4OCTYN K KOMMbIOTEPY 41151 MOCTOPOHHMX MNLL;

6. Vicnonb3ayii BHELWHWE HOCUTENU MHAOPMaLMK, TakMe Kak doreLuka, AUCK unm dann n3 UHTepHeTa, TOSNbKO
13 NPOBEPEHHBLIX UCTOYHUKOB;
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7. He oTKpblBa KOMMNbIOTEPHblE dainbl, MOSyYEHHbIE U3 HEeHadeXHbIX UCTOYHWKOB. [axe Te dhannbl,
KOTOpble npucnan TBOW 3HaKOMbIW. Jlyylle yTO4HM Y HEero, oTnpasnsan v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepefayn OaHHbIX, HE TexHonorus, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HuaeprnaHackaa kKomnaHvus 3apeructpuposana 6peng "WECA", uto obosHavano cnosocodetaHue "Wireless
Fidelity", koTopbln nepeBoaunTCs Kak "GecnpoBoHas TOYHOCTL".

[o Hawero BpemeHu powrna gpyras abbpeBuaTtypa, koTopasi SBNAETCA TakoW Xe TexHonornen. 3ITo
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue ObINIO JaHO C HAMEKOM Ha CTaHOapT BbiCLLen 3ByKOBOW TexHukn Hi-Fi, yto
B NepeBoje 03HayaeT "BblCOKasi TOMHOCTbL".

[a, GecnnaTHbI MHTEPHET-AOCTYN B Kade, OTensax M asponopTax SABMseTcs OTNNYHOW BO3MOXHOCTbIO
BbIXxo4a B MHTEpHeT. Ho MHOrne akcnepThbl cuuTatoT, 4To obwenoctynHele Wi-Fi ceTu He aBnsitoTca 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTy paboTbl B 06LeaoCcTynHbIX ceTax Wi-fi

1. He nepepaBai CBOW NU4YHY0 WMHopMaumio 4epesd obuepocTtynHble Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTb MNaponu AOCTyna, NOorvHbl U Kakue-To HoMepa;

2. Ncnonb3yi n o6HOBNSIN aHTUBMPYCHbIE NporpamMmmbl U 6paHamayep. Tem cambiM Thbl 06e3onacullb cebs oT
3aKayku BMpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonbsosaHum Wi-Fi oTkntoum doyHkumto "O6Lwmii goctyn K doannam u npuHtepam”. JaHHas dyHKuns
3aKpbiTa MO YMOMYaHWIO, OQHAKO HeKOTOpble Mofb3oBaTeny akTMBMPYIT ee And yaobcrBa MCMNoONb30BaHUSA B
pabote unn y4yebe;

4. He ncnonb3yn nyonuudbin WI-FI ans nepegaym nuuHbIX AaHHbIX, HANnpumep Ans Bbixo4a B coumanbHbIe
CETU N B SMEKTPOHHYIO MOYTY;

5. Ncnonb3yn TOnbKO 3aliumiieHHoe coeauHeHne vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAU uMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumio "TogkniodeHne k Wi-Fi aBTomatudeckun”. He ponyckanm
aBTOMaTUYECKOro NOAKMYeHnsa yctponcTtea k cetam Wi-Fi 6e3 TBoero cornacusi.

COI.I,VIaﬂbeIe cetTn
CoumanbHble CeTU akTUBHO BXOAAT B Hally XW3Hb, MHOTME oAy paboTaloT M XUBYT TaM MOCTOSHHO, a B
Facebook yxe 3apernctpvpoBaH MUNNUapA YenoBek, YTO SABMNAETCA OOHOW cedbMOW BCEX XWUTenei nnaHeTbl.

MHorne nonb3oBaTenu He MOHUMAOT, YTO MHCbOpMaLI,I/IFI, pas3mMelleHHaa UMn B couunaribHbIX CeTdX, MOXeT ObITb
HanaeHa 1 Ucnonb3oBaHa Kem yrogHo, B TOM 4ucne He obasarenbHo ¢ Gnarumm HaMepeHnaMun.

OcHoBHble coBeTbl N0 6€30NacHOCTN B coUManbHbIX CETSX:

1. OrpaHudb cnucok apysen. Y 1edsi B Apy3bsxX HE AOJMPKHO ObITb CyYalHbIX U HE3HAKOMbIX JTHOAEN;

2. 3awumwanm cBOK YacTHYIO XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro pOXAeHUs U
OPYryo NUYHY0 MHOpMaLno. 3NOYMbILIEHHNKM MOTYT UCMOSb30BaTh AaXe MHAOpMaLUIo O TOM, Kak Tbl 1 TBOU

poouTenu niaHnpyeTte NpoBeCTU KaHUKYIbI;

3. 3alumiiait cBoo penyTauuio - epXu ee B YACTOTe 1 3aaaBsaii cebe Bonpoc: xoTen 6bl Thl, YTOOLI Apyrue
rnonb3oBaTenu BUAenu, YTo Tol 3arpyxxaelub? Mogymain, npexae Yem YTo-To onybrnmnkoBaTb, HaNUcaTb W 3arpy3unThb;

4. Ecnun Tbl rOBOPULLb C NIOABMU, KOTOPbIX HE 3Haellb, HE UCMONb3yi CBOE pearibHoe UMS U APYryio JINYHYHO
MHGOPMaLIMK: UMS1, MECTO XUTENbCTBA, MECTO Yy4ebbl U NpoYee;

5. N3beran pasmellenus dotorpacduii B UHTepHeTe, roe Tbl M306pakeH Ha MeCTHOCTM, MO KOTOPOWA MOXHO
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onpegennTtb TBOE MECTOMOJIOXKEHUE;

6. MNpu peructpauum B coumnansHON ceTn HeOHBXOAMMO UCNONb30BaTh CMOXHbIE NAPONnU, cocTodLme 13 Gyks
M LMdp M C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTn, NOYTbl U OPYIrMX CakTOB HEOOXOAMMO UCMONb30BaTh pa3Hble naponu. Toraa ecnuv
Tebsi B3NOMaIoT, TO 3MOYMbILLFIEHHUKN NOMAy4aT 4OCTYN TONbKO K O4HOMY MECTY, a He BO BCe Cpasy.

aﬂeKTPOHHbIe AeHbrn

aﬂeKTpOHHble OEHbIN - 3TO O4YEHb y,EI,O6HbIl71 cnocob nnarexen, ogHako CyleCTBYKOT MOLUEHHUKN, KOTOpPbIE
XOTAT NONYYUTb 3TN OEHbIN.

aﬂeKTpOHHble OEeHbIn noABUMCb coBceM HeaaBHO U UMEHHO K3-3a 3TOro BO MHOIMX rocygapcrtesax Oo Cux
Nnop He npornncaHo nNpo HMX B 3aKOHax.

B Poccun xe OHU (pyHKUMOHMPYIOT U O HUX Y)KE€ MPOMMCAHO B 3aKOHe, rae UX pasgensoT Ha HEeCKONbKOo
BWOOB - aHOHWMHblE WU He aHOHWMHble. PasHuua B TOM, YTO aHOHUMHbLIE - 3TO Te, B KOTOPLIX pas3peluaeTcsd
npoBoauTb onepauun 6e3 maeHTudmnkaunum nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUUKaUNa nonb3oBaTens
ABNsieTca obsA3aTeNIbHON.

Takke cnegyeT pasnuyatb 3MEKTPOHHblE uaTHble AeHbrn (paBHbl FOCY4APCTBEHHLIM BantTam) W
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl rOCY4apCTBEHHBIM BasoTam).

OcHoBHble coBeTbl Mo 6e3onacHon pa60Te C 3J1EeKTPOHHbIMU AE€HbramMu:

1. MNpuBSXM K cHeTY MOBUMbHBIN TenedoH. STO cambli YAOOHbLIV 1 BbICTPLIN CNOCO6 BOCCTAaHOBUTL AOCTYN K
cueTy. [NpuBsA3aHHbLIN TenedoH NMOMOXET, ecnu 3abyadellb CBOW MMATEXHbIA Maponb UM 3aifelb Ha canT C
HE3HaKOMOro YCTPOWCTBA;

2. Ucnonb3yi ogHopasoBble naponu. Mocne nepexopa Ha YCUNEHHy aBTopu3auuio Tebe yxe He Gyget
yrpoKaTb OMNacHOCTb KpaXku UNu nepexeaTa nNnaTexHoro napons;

3. Bbibepu cnoxHbein naponb. NpecTtynHukam OygeT He MpPOCTO yragaTb CIOXHbIA Naponb. HapexHble
napornu - 3To Naposin, KOTopble CoAepXaT He MeHee 8 3HaKOB M BKIOYAKT B ceOS1 CTPOYHbIE Y MPONUCHBLIE BYKBbI,
Lmdpbl U HECKONbKO CUMBOSOB, TakMe Kak 3HaK gonnapa, dyHTa, BOCKnuuaTenbHbln 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NIMYHbIE JaHHbIE HA calTax, KOTOPbIM He AoBepseLlb.

JneKTPOoHHasA noyTa

OneKkTpoHHasa no4yta - 9TO TEXHOMNOrnst U npefocTaBfsieMble €K YCAyrM No Mepechbisike UM MNonyyYeHuto
3NEKTPOHHBIX COODOLLIEHWIA, KOTOpPbIE pacnpenensioTcs B KOMMNbOTEPHON ceTn. OBbIYHO 3MEKTPOHHLIN MOYTOBLIN
AWMK BbIMMSAMT criegylolwyMm obpasoM: MMs_Monb3oBaTensa@umsa_gomeHa. Takke KpoMe nepegadv npocToro
TeKcTa, MMeeTCcs BO3MOXHOCTb NepefdaBathb hannel.

OcHoBHble coBeTbl Mo Ge3onacHo paboTe ¢ 3MEKTPOHHON MOYTOIA:

1. Hapgo BbiGpaTb npaBuMbHbIA NOYTOBLIN CepBUC. B WHTepHeTe ecTb OrpoMHbIn BblIGop GecnnaTHbIX
MOYTOBbBIX CEPBUCOB, OOQHAKO Ny4lle AOBEPSTh TEM, KOO 3HaELUb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBal B JMYHOM MNOYTE JNNYHYKD  UWHopmauumto. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTto "temal13";

3. Vicnonb3yih AByxaTanHyk aBTopM3aumio. JTO Korga NnoMUMO Naponsa HYXHO BBOAUTb Ko, NMPUCbINaembli
no SMS;

4. Bbibepu crnoxHbIn naponb. s KaXkaoro noYToBOro siluKa OOIMKeH ObiTb CBOM HAAEXHbIN, YCTONYMBBIV K
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B3110MY Naporsib;
5. Ecnn ecTb BO3MOXXHOCTb HanucaTtb camMomy CBOW NUYHBIN Bornpoc, I/ICI'IOJ'lI:3y171 9Ty BOSMOXHOCTb;

6. Ncnonb3yn HECKOMbKO NOYTOBBIX ALWMKOB. [1epBbln ANs YaCcTHOM Nepennckn ¢ agpecataMmu, KOTOpbIM Tbl
JoBepsiellb. ATO ANEKTPOHHbIV aApec He HaZ0 UCMOoNb30BaThb Npu perncTpauun Ha opymax n cantax;

7. He oTkpbiBai haiinbl u Apyrue BAOXEHUS B NUCbMaX, AaXe eCrnn OHW MpULLNK OT TBOUX Apy3en. Jlyywe
YTOYHM Y HUX, OTNPABIIANN N1 OHKN Tebe 3T dannel;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBMCE Neper 3aKkpbiTUEM BKITALKU C CAanTOM He 3abyab HaxaTb
Ha "Bbintun".

Kn6ep6ynnuHr unu BUpTyanbHoe nsgeBateribCTBO

KnbepbynnuHr - npecnegoBaHue coobLieHnsMK, coaepXKalmnmm ockopbneHus, arpeccuto, 3anyruBaHue;
XYNUraHcTBO; couunansHoe 60MKOTUpOBaHUE C MOMOLLbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiicsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCsA Kak cebs BECTU U, €CNIN HET TOro, K KOMY MOXHO
obpaTuTbCs, TO BHayane ycnokoutbcs. Ecnu Tl Ha4yHeLWb oTBeYaTb OCKOPHNEHUAMU Ha OCKOPBIEeHUs, TO TONBKO
elle 6onbLue pasoxkeLlb KOHMIUKT;

2. YnpaBnsu csoen knbeppenyrtauuen;
3. AHOHUMHOCTb B CETU MHMMas. CyLecTBYOT cnocobbl BbIICHUTb, KTO CTOUT 3@ aHOHMMHbBIM akKayHTOM;

4. He cTtouT BeCTU XynuraHckuin obpas BUPTyanbHOMW XU3HWU. NHTepHeT dukcupyeT BCe TBOWU AEWCTBUSA Y
COXpaHdAeT ux. YaanuTb nx OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogaii cBOK BMPTYasibHYH YeCTb CMOMoAy;

6. UrHopupyn eguHuyHbin HeratmB. OgHOpasoBble OCKOPOUTEmNbHbIE COOBLLEHWS My4lle WUrHOPUPOBATb.
O6bI4HO arpeccus npekpawjaeTcsi Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMAMM, B coLManbHbIX CETAX eCcTb
BO3MOXHOCTb 6J'IOKVIp0BKl/I oTnpaBku coobueHun ¢ onpeneneHHbIX agpecos;

8. Ecnn Tbl cBuaeTens knbepbynnuHra. TBom AENCTBUS: BbICTYNUTb NPOTUB NpecrnefoBaTend, nokasatb emy,
YTO ero AeWCTBMSA OLIEHMBAKTCA HEeraTUMBHO, MoadepXaTb XEepTBY, KOTOPOM HyXXHA MCMXOnormyeckass nomolLLp,
€co0o0LWMTb B3pOCLIM O hakTe arpecCUBHOIO NOBEAEHUS B CETU.

Mo6unbHbIY TenedoH
COBpeMeHHbIe CMapTCbOHI:I M NNaHWweTbl coaepxXxaTt B cebe BnomnHe B3pOCJ'IbII7I (byHKLI,I/IOHaJ'I, N Tenepb OHU
MOTYT KOHKYpPUpOBaTb CO CTauMOHapHbIMK KoMMbloTepamu. OgHako, cpeacTB 3awmThl A4S No40OHbIX YCTPONCTB

NnoKa o4YeHb Marno. TeCTVIpOBaHVIe M NMOUCK yﬂ3BVIMOCTel7I B HUX NMpouncxogutT He Tak MHTeHCUBHO, KaK Onsa MK, 1o xe
camoe KacaeTcsl U MOOUIbHbIX I'Ipl/IJ'IO)KeHVIl7I.

CoBpeMeHHble MobunbHble 6pay3epbl  Y)Ke NpakTUYEeCcKM [OrHanum HacToNbHble aHamnoru, OogHako
paclmpeHve yHKLNoHana BrneyeT 3a cobon 60nbLUy CAOXHOCTE U MEHbLUYHO 3aLUULLEHHOCTb.

[aneko He Bce Npou3BOOWUTENM BbiNycKalT OBHOBMNEHUS, 3aKPbIBAIOLIME KPUTMYECKME YS3BMMOCTU ONS
CBOWX YCTPOMCTB.

OcCHoBHble cOBEeTbI A1 6€30MacHOCTN MOBUITBHOIO TeJ'IerOHaZ

Huyero He saBnsetca no-Hactosiwemy ©OecnnaTHbiM. Byab octopoxeH, Bedb korga Tebe npegnaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MOryT ObITb CKPbITbl Kakme-To ninaTHble YCInyru;

Oymaini, npexae 4Yem otnpaButb SMS, ¢oTo unu Buaeo. Tbl TOYHO 3Haellb, rae OHM ByayT B KOHEYHOM
utore?

Heobxoammo 06HOBMATE ONepaLyoHHY CUCTEMY TBOEM0 CMapTgOHa;
Wcnonb3ayii aHTUBMUPYCHbIE NporpamMmmbl Ans MOGUNbHBIX TeNedOoHOB;

He 3arpyxall npunoXeHUss OT HEU3BECTHOIO WCTOYHWKA, Bedb OHW MOTFyT CcoAepXaTb BpPegOHOCHOE
nporpaMmmHoe obecneyeHue;

MMocne Toro kak Thl BblAELb C CanTa, rAe BBOAUM NMYHYIO MH(pOpMaLMIo, 3aiaM B HACTPOWKM Gpaysepa u
yaanu cookies;

Meproanyeckn NpoBepsn, kKakne nnaTHble YCryrn akTMBUPOBaHbI HA TBOEM HOMEPE;
[asait cBon Homep MOGMNBLHOro TenedoHa TOMNbKO NIOAAM, KOTOPbIX Thl 3HAELLb Y KOMY JOBEpSieLLb;
Bluetooth gomkeH GbIThb BbIKMOYEH, KOr4a Tbl UM HE NONb3yellbes. He 3abbiBan nHoraa npoBepsitb 3TO0.

Online urpbl

CoBpeMeHHblE OHMalH-Urpbl - 3TO KPacCOYHble, 3axBaTbiBalOWMe pasBreyvYeHusi, 00beauHsALWNe COTHU
TbICAY YerioBek Nno BceMy Mupy. Urpoku uccrieqytoT AaHHbIA UM Mup, O6LalTcs ApYr C APYroM, BbIMOSHAOT
3afaHus, CcpaXaloTCs C MOHCTPaMU 1 MOJSy4atoT ONbIT. 3a YAOBOMbCTBME OHM MAATAT: MOKYMNaT AUCK, ONfavynBatoT
aboHeMEHT vnu NpMoGpeTatoT Kakue-To ONuUUK.

Bce atu cpeaoctea wmaOyTt Ha nogaepXaHue wun pas3BuTtne urpbl, a TakKkKe Ha CcaMmy 6e30nacHoCTb:
COBEPLLUEHCTBYHOTCA CUCTEMbI aBTOpU3aunn, BbINYyCKAKOTCA HOBble MaTyun (LJ,VId)pOBbIe 3annaTtkm anda nporpaMM),
3aKpbiBaOTCA YyA3BUMOCTUN CEpBEPOB.

B nogobHbIx nrpax CTtout onacatbCA He CTOJIbKO CBOWX COMEPHUKOB, CKOJIbKO KpaXXnM TBOEro napond, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTopusaumn SonblUMHCTBA urp.

OcHoBHbIe coBETbI N0 6€30MacHOCTM TBOErO UrPOBOrO akKayHTa:

1. Ecnn gpyroin urpok BedeT cebs nnoxo unu co3gaeT Tebe HenpuATHOCTU, 3abroKMpyli ero B Crvcke
UrPOKOB;

2. I'I0>Kany|7|c;| aAMUHUCTPaTopaM Urpbl Ha Nyioxoe nosegeHne 3Toro Urpoka, XxenateribHO NPUNOXNTb Kakne-
TO AOKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBa nnyHyo MHopmauuio B npodanne nrphbl;
4. YBaxan Apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeodmumanbHble naTym 1 Moabl;

6. Vicnonb3yi CnoxHole U pasHble naponu;

7. Naxe BO BpemMs Urpbl He CTOMT OTKMYaTb aHTMBMpYC. [loka Tbl urpaellb, TBOW KOMMbIOTEP MOryT
3apasunTb.

DULWNHT UNn KpaXxa NMNYHbIX AaHHbIX

OObIYHOWM Kpaxen OeHer U AOKYMEHTOB CErofHs yXe HWKOro He yAuBMWWb, HO C pasBUTMEM WHTEpPHET-
TEXHOSIOMMIA 31I0YMBbILLIIEHHUKN NMEPEMECTUIINCD B UHTEPHET, U NPOAOIMKAT 3aHMMaTbCs "NiobuMbIM" 4erioMm.
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Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UNN (PULLHT, FMaBHas Lellb KOTOPOro COCTOUT B
nonyyeHnn KoHUAeHumanbHbIX AaHHbIX NONb3oBaTernen - norMHoB M naponen. Ha aHrnuickom sasbike phishing
yntaetca kak couwnHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLINHIOM:

1. Cneam 3a ceouM akkayHToM. Ecnu Tbl noJo3peBaellb, YTO TBOS aHkeTa 6bina B3noMaHa, To Heobxoaumo
3abnokmpoBath ee 1 CoobLNTL aaMUHMCTpaTopam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-caliTbl, B TOM YUCHe, MHTEPHET-MarasuHoB 1 NOUCKOBbIX CUCTEM;

3. Wcnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nOMaloT, TO 3MOYMbILIMEHHNUKN
nony4aT 4OCTyn TONbKO K OAHOMY TBOEMY Mpoduso B CETH, @ HE KO BCEM,;

4. Ecnu Teb5a B3nomanu, To HeobxoaAMMo nNpeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOpble fobaBneHbl y Teba
B OpYy3bsX, O TOM, 4YTO TebsA B3nmoManu u, BO3MOXHO, OT TBOEro MMeHu OyaeT paccbinaTbCs CMaM U CCbINKU Ha
1LLMHIoBbIE CalThI;

5. YcTaHoBM HagexHbin naposnb (PIN) Ha MOBUNbHLIN TeNedoH;
6. OTkNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbIBai caiinbl 1 gpyrue BrOXEHUS B NUCbMax, AaXxe ecrv OHW MpULnnM OT TBouX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPaBMANM nu oHU Tebe 3Tn arnebl.

LUndpoBas penyrauus

LincppoBasa penytauus - aTo HeraTuBHas unv no3nTneHas uHgopmauums B cetu o Tebe. KomnpomeTtupyoLas
WHpopMaLns, pasMeLLeHHasa B MHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTpasnTbCA Ha TBOEW pearlbHON XU3HU.
"LUincbposag penyTtaumsa” - 370 TBON UMUK, KOTOPbIN hopMUpyeTca U3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XUTENnbCTBA, yqe6b|, TBOe (hMHaAHCOBOE MONOXeHne, 0COBEHHOCTN XapakTepa W pacckasbl O
OnM3Kkux - BCe 3TO HaKanIMBaeTCs B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCA K Nybrvkauum nmMyHon uHgopmauun B WHTepHeTe, He
NOHUMasi BO3MOXHbIX MOCNeACTBUN. Tbl AaXe HE CMOXeELb goragaTbCs 0 TOM, YTo dhoTorpadus, pasmelieHHas 5
neT Hasapg, ctana nNpuUYMHOM oTKasa NpPUHATbL Teba Ha paboTy.

KommeHTapuu, pasmeLyeHne tBomnx ootorpadoum 1 gpyrme AeNCTBMUS MOTyT HE UCHE3HYTb AaXe nocne Toro,
KaK Tbl X yganuiib. Tbl HE 3Haellb, KTO COXpaHWn 3Ty MHopMauuio, nonana N oHa B NMOWCKOBbIE CUCTEMbI U
COXpaHunack Nn OHa, a rMaBHOE: YTO NoAyMaloT 0 Tehe OKpyXKatoLme Noaun, KOTopble HANQYT U yBUAAT 3T0. Hantu
WHOPMaLIMIO MHOTO NEeT CNyCTa CMOXeT nobon - kak n3 Aobpbix NOOYKAEHUA, Tak U C HAMEPEHUEM MPUYUHUTD
Bped. ITO MOXET ObITb KTO YrogHo.

OcHoBHbIe COBEThI MO 3awmTe LMdPOBON penyTaunm:
1. NMoagymai, npexae 4em 4To-To NybnukoBaThb U nepedasaTh Y cebs B 6Gnore nunv B counanbHON CeTy;

2. B HacTponkax npouns ycTaHOBM OrpaHWYeHMst Ha NPOCMOTP TBOEro npoduns u ero CoaepX unmoro,
caenawn ero Tonbko "ans apysen';

3. He pa3meLuaii 1 He ykasbiBait MHGOPMaLUIO, KOTOpasi MOXET KOro-iMbo 0CKopGNsTh UK 06UXKaTb.
ABTOpCKOe npaBo
CoBpeMeHHbIe LLKOMNbHMKM - aKTUBHbIE MOJIb30oBaTeNy LUUGPOBOro npoctpaHcTea. OgHako Jarneko He Bce

3HalOT, YTO TOMb30BaHWE MHOTMMU BO3MOXHOCTSMU LWUGPOBOro Mupa TpebyeT cobrniodeHusi npaB Ha
VHTENNeKTyanbHy coOGCTBEHHOCTb.


http://www.consultant.ru/
http://www.consultant.ru/

TepMUH "MHTENnNekTyanbHas COOCTBEHHOCTb" OTHOCUTCSl K PasfMYHbiM TBOPEHUSIM YErOBEYEeCKOro yma,
HayMHas C HOBbIX U306peTeHUn 1 3HaKoB, 0603HaYaLLMX COBCTBEHHOCTL HA NPOAYKTbI U YCMNYrk, U 3akaH4YnBas
KHUramu, cpotorpacpmsamMmm, KWUHOUNbEMaMmn N My3blkanbHbIMU NPOU3BEEHNSMN.

ABTOpCKUE npaBa - 9TO NpaBa Ha MHTENNEeKTyanbHyt0 COBCTBEHHOCTb Ha NPOU3BEAEHUS HAYKU, NUTEepaTypbl
N uUckyccTBa. ABTOPCKME MpaBa BLICTYNAKT B KAYeCTBE rapaHTUU TOro, YTO UHTENNEKTYarnbHbIN/TBOPYECKNA TPYA
aBToOpa He OydeT HanpacHbIM, 4acT eMy CripaBedSIMBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa,
nonyyYnTb W3BECTHOCTb W npusHaHue. HukTo 6€e3 paspelleHuMs aBTOpa He MOXeT BOCMpPOM3BOAUTbL €ro
npovseeneHue, pacnpocTpaHaTb, NyONnMYHO AeMOHCTpMpOBaTh, NpoAaBaTb, UMMNOPTMPOBATL, NMyckaTb B MPOKaT,
nNyGrMYHO NCMOMNHATbL, MOKa3bIBaTb/UCMNOMHATL B 3cbmpe unu pasmeltatb B IHTepHeTe.

VMcnonb3oBaHne "nupatckoro” nporpaMmMHOro obecneyeHnss MoXeT NPMBECTU K MHOTMM pUCKaMm: OT noTepu
OaHHbIX K TBOMM akkayHTam O GNIOKMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abbiBaThb, YTO CYLLECTBYIOT fieranbHble U 6ecnnartHble NporpamMMbl, KOTOPblE MOXHO HalTU B CETU.

O nopTtane

CeTeBMYOK.p) - TBOM [MaBHbIi COBETYMK B CETW. 34ecCb Tbl MOXeELWb y3HaTb O Ge30nacHoOCTM B CETU
MOHATHBIM W JOCTYMHBIM SI3bIKOM, @ NMPU BO3HUKHOBEHUUN KPUTUYECKON CUTyaummn obpaTutbCs 3a COBETOM. A Takke
MPUHATL YY4acThe B KOHKYpPCax M CTaTb CambIM LMDPOBLIM rpaxgaHuHoM!
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